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1.
1.1. These Standard Terms and Conditions (“General Terms”) apply to and govern all services that 

TrustYou GmbH, Schmellerstr. 9, 81369 Munich, Germany (“Provider” or “TrustYou”) agrees to 
provide to Client (the “Services”). The Services are provided in the form of “Software as a 
Service” (“SaaS”) to be used via the internet. The hardware and software used by TrustYou to 
provide its Services are centrally hosted by TrustYou and/or TrustYou’s service providers in one or 
more data centres, and will not be handed over to the Client. In addition, TrustYou also provides 
training on the use of the products by agreement. 

1.2. Any specific Services to which Client has subscribed are set forth in an online or offline order 
form which contains any specific terms and conditions agreed by Provider and Client in writing or 
by completion of an online form (the “Order Form”). The Order Form and these General Terms, 
together, constitute the entire agreement between Client and Provider (the “Agreement”). Client’s 
use of the Services, and Provider’s provision of the Services, will signify the Parties’ assent to and 
acceptance of the Agreement. 

1.3. Provider shall provide access to the Services to the agreed number of persons designated by 
Client who are employees of or consultants to Client or employees or consultants of third-parties 
that shall be entitled (each a “Subscriber” or “User”), as more fully described in the Order Form. 
Client is responsible for ensuring that any User uses the Services only in accordance with this 
Agreement and applicable laws. Client shall be full liable to Provider for any conduct of any User 
under this Agreement. 

1.4. Provider addresses its Services to business customers and/or entrepreneurs, not to consumers. 

1.5. The Client and Users must be of legal age in the territory of use in accordance with local laws in 
order to access and use the Services. 

1.6. Provider’s Services are exclusively governed by the Agreement. General terms and conditions of 
the Client shall not apply unless Provider has expressly agreed to them in writing (email not 
sufficient). General terms and conditions of the Client shall particularly not apply if the Client has 
referred to such general terms and conditions (or provided a copy of them) and Provider has 
merely not explicitly objected to them. 

1.7.The Client hereby acknowledges and agrees to – if applicable – undergo the standard business 
Know-Your-Customer (KYC) checks prior to or immediately after contract closure, as required by 
applicable laws, regulations, and industry practices. Failure of the Client to complete the KYC 
process in time may result in barred or restricted access to certain services or termination of the 
Client's account at the sole discretion of the provider. The Client further agrees to provide 
detailed, accurate and up-to-date information and documentation to the provider and/or third 
party as requested for the purpose of conducting the KYC checks.

1. SCOPE
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2.
2.1.Term: 

The delivery of the Services to Client by Provider will commence on the date set forth in the 
Specific Terms as “subscription start date” or “license start date” or “effective date” (hereinafter the 
“Subscription Start Date”) and continue for the period stated therein (“Subscription Period”). If 
no specific Subscription Start Date is set forth in the Order Form, then the Subscription Start Date 
shall be the date on which Client is first granted access to the Services by receiving account 
credentials. 
 
Unless otherwise agreed the Subscription Period will continue for twelve (12) months from 
Subscription Start Date (the “Initial Term”), and effective as of each anniversary of the 
Subscription Start Date, the Agreement shall automatically renew for an additional twelve (12) 
months period (each such 12 months period a “Renewal Term”) unless Written Notice of 
termination is provided by either party no later than three (3) months prior to the end of the then-
current Initial Term or Renewal Term. For the purposes of this and all other provisions of the 
Agreement, "written notice" means a document signed by an authorised representative of the 
party in person or by advanced electronic signature (in accordance with the European eIDAS 
Regulation No. 910/2014) and provided to the other party as an original form, whereby it shall be 
sufficient for the Provider to send it by e-mail together with a PDF copy as an attachment. 

2.2.Termination and Suspension: 
If a party is in material breach of its obligations under the Agreement which is incapable of 
remedy, or if capable of remedy fails to remedy the same within thirty (30) days (unless another 
period is agreed between the parties, acting reasonably) of Written Notice to do so by the other 
party, the other party may, without prejudice to its other rights and remedies and at its option, 
terminate the Agreement as a whole, or any affected element of the Services provided under it. 

a. Provider may suspend access to the Services with immediate effect if Client does 
not pay the agreed fees by the Due Date. Client’s failure to pay the agreed fees by 
the due date shall be considered a material breach pursuant to subsection b. above. 

b. Provider may terminate the Agreement at any time upon ninety (90) days’ written 
notice to Client. 

c. The Parties´ statutory right to terminate the Agreement for due cause remains 
unaffected hereby. 

2.3. Effects of Termination: 
Upon termination of the Agreement: 

a. all of the provisions of this Agreement shall cease to have effect, save that the 
provisions which are expressed, or by its nature, implied to continue, survive or 
come into force in the event of such termination. 

b. the parties shall (without prejudice to any other rights and remedies) promptly pay 
to each other all sums which are due or outstanding; and 

c. Client´s right to use the Services shall terminate, and Client shall cease all use 
of the Services upon termination of the Agreement; and 

d. unless necessary in order that Provider may continue to perform its obligations, 
Provider shall cease all access to thesystems, if any. 

Except to the extent that this Agreement expressly provides otherwise, the termination of this Agreement 
shall not affect the accrued rights of either party.
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3.
3.1.In consideration of Provider providing or granting access to the Services the Client shall pay to 

Provider the fees set forth in the Order Form in accordance with the payment terms and schedule 
specified therein. 

3.2. If the Order Form do not set forth payment terms or a payment schedule, Client shall prepay 
Provider, either by valid credit card or through electronic funds transfer (“EFT”), the agreed annual 
subscription charges for the Services within 14 (fourteen) days from the receipt date of the 
respective invoice (“Due Date”). Invoices can be issued upon signing of the contract for the provision 
of the Services within the Initial Term and - in the event of renewal - before start of the respective 
Renewal Term. 

3.3.Client shall pay the agreed fees on or before the due date without any deduction. Set off against 
Provider’s claims for the agreed fees shall only be permitted with Client counterclaims that (i) are 
undisputed, (ii) have been confirmed in binding court decision which cannot be appealed, or (iii) are 
based on defects of the specific Services for which the respective fee has been agreed. 

3.4.If the Client purchases additional services or features (“Additional Services”) during a subscription 
period of an already existing Agreement (“Existing Agreement”), i) the Subscription Period of the 
Existing Agreement shall apply to the provision of the Additional Services, ii) the agreed fees for the 
Additional Services shall be paid upon signing of the agreement about the Additional Services and 
receipt of the respective invoice, iii) the fees for the Additional Services for the remaining period of 
the term of the Existing Agreement shall be invoiced and paid pro rata temporis, iv) the invoice for the 
Additional Services’ in Renewal Terms shall be issued upfront together with the invoice about the 
Services purchased by Existing Agreement, i.e. before start of Renewal Terms, and v) all invoices 
shall be paid within 14 (fourteen) days after invoicing. Upon reaching the start of the next contract 
period, the parties agree to synchronise the additional services with the already existing ones. 

3.5.The Provider may change the agreed remuneration for the Services with the consent of the Client. 
The Client's consent to such change shall be deemed to have been given if (i) the Provider notifies 
the Client of the proposed change in writing or electronically at least thirty (30) days prior to the 
proposed effective date and (ii) the Client has not exercised its special contractual right of 
termination within this period, whereby Clause 2.1, sentence 4 shall apply accordingly. 

3.6.In the event Provider is unable to successfully charge Client’s credit card via EFT, or an invoice is not 
paid on or before the Due Date of such invoice, Provider reserves the right to suspend Client’s 
access to the Services. Such suspension of access to the Services according to this clause does not 
terminate the Agreement, does not release the Client from the obligation to pay the fees and shall 
not entitle the Client to derive any rights or claims against the Provider. 

3.7.Any fees more than fourteen (14) days past due are subject to an interest surcharge, calculated at 
the statutory rate for late payments. 

3.8.Leave or exchange of Users of the Client during the term of the Agreement shall not result in any 
reduction of the Agreed Fees nor shall result in an obligation of Provider to refund paid license fees or 
any portion thereof unless otherwise expressly agreed between the parties. 

3.9.The obligation to pay the agreed fees is independent of the actual use of the Services by Client. The 
obligation to pay arises and exists with availability of the Services as agreed in the Agreement, 
regardless of whether and to what extent Client makes use of the available Services. This also 
applies if the Client is unable to use the available Services because Client ceases to operate the 
hotel or other facility for which Client originally purchased the Services, or because of a force 
majeure event such as flood, fire, natural disaster, political unrest, legal or administrative restrictions 
in the performance territory or in the effect territory, or a pandemic situation.
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4. Provider shall provide the Services to Client with the following specifications: 

4.1. Provider will provide Client and its Users access to the Services, which shall be password 
protected for the exclusive use of Users through the Internet. Client may revise its designation 
of Users upon prior written notice to Provider. 

4.2. Where reviews and other information submitted by users on third-party sites (“External 
Content”) are subject of the Services, Provider cannot assure that all relevant reviews, videos, 
images, blog entries, article postings, references and other information will be found or 
delivered, or that irrelevant reviews, videos, images, blog entries, article postings, references 
and other information will not be delivered. 

4.3. Provider shall make no effort, and shall not be required hereunder, to substantiate the 
truthfulness of External Content provided in connection with the Services, or of any other 
information submitted by users in the context of Services, and Provider does not endorse, 
warrant, attest to, or make any judgement about any such information. 

4.4. Provider does not guarantee or warrant the uninterrupted availability, functionality and 
compatibility of Provider's website or Services. From time to time delivery of the Services may 
be delayed due to scheduled or unscheduled maintenance or factors beyond Provider’s control, 
and Provider’s failure to deliver the Services in such event or events shall not constitute a 
breach of the Agreement. Provider will try to reduce the resulting down time or unavailability of 
Services to a minimum and to limit it to times of day with as little use as possible. 

4.5. Provider shall not be responsible for disruptions that occur in connection with programs, 
systems, websites, etc., as well as resulting usage restrictions and other consequences for the 
Client (including data loss) that are not part of the Services or which are outside of Provider’s 
reasonable control, e.g. hardware failures or software problems on the part of the Client or 
disruptions of the data transmission networks, server failures as a result of power failures, or 
illegal interference by third parties, e.g. hackers, etc. Provider is not responsible for any 
damages, losses, or damages caused by such disruptions. 

4.6. Provider is not responsible for the content, the lawfulness, and the functionality of websites of 
third parties to which Provider provides links in connection with the Services. The exclusive 
liability lies with the providers of such websites. 

4.7. In case a force majeure event prevents Provider to provide the Services, Provider is not 
obligated to perform the Services for the duration of the force majeure event. If such force 
majeure event continues for more than three months, Client is entitled to terminate the 
Agreement according to clause 2 with Provider.
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5.
5.1.Client shall provide Provider with the following information prior to start of the Subscription Period: (i) 

applicable location name(s), (ii) location website(s), (iii) the names of three of Client’s competitors, and 
(iv) e-mail addresses of all Users (together the “Setup Information”). If Client does not provide the 
Setup Information in due time this does neither affect the start of the Subscription Period nor the 
obligation of Client to pay the agreed fees. 

5.2.Client acknowledges that with regard to reviews and other content submitted by users on third party 
sites(“External Content”), Provider only aggregates, analyzes and provides, but does not create or 
generate such External Content underlying the Services, and that information furnished by Provider based 
on External Content represents the opinions of others and may contain inaccuracies, libelous material, 
profanity, and pornography and / or may contain other defamatory and illegal content. Provider may block 
certain comments using specific keywords, and Client will have the ability to control the blocking of key 
words. 

5.3.Client is obliged to keep the access data and passwords secret and not to make them accessible to 
unauthorized third parties or persons that are not defined as Users. In addition, the Client shall ensure 
that the Users entitled under the Agreement also comply with this obligation. If the Client becomes aware 
of the misuse of access data or a password, the Client will immediately stop the misuse and inform 
Provider. In case of misuse, Provider is entitled to block access to the Services, if necessary, after prior 
warning. Client is liable to Provider for any misuse for which Client is responsible. 

5.4.Client understands and acknowledges that the Services and the information provided in connection 
therewith are for Client´s internal review, analysis, and research only, and Client agrees, represents, 
and warrants to not redistribute such information, in whole or in part, to others, and agrees not to publish 
or make publicly available (except for publishing or making available on Client´s own website through the 
Provider´s Marketing Widget), broadcast, or sell any materials received hereunder. 

5.5.If the client uses the response AI product, it should be noted that there is no direct response or 
communication from the Artificial Intelligence to natural persons, as the product only ever suggests an 
appropriate response or reaction to the client, but the client ultimately decides how to respond to its 
customer. The Client undertakes to disclose the aforementioned context to its customers and users within 
the framework of the applicable legal provisions. 

5.6.If Client makes use of Provider´s Services to collect reviews from Client´s customers, the Parties agree 
that such reviews shall be provided independently and uninfluenced. Client shall not solicit reviews from 
customers by use of means which might reasonably be expected to impair or unduly influence the 
judgment of the reviewer and therefore the accuracy or veracity of the review. Practices that are 
deemed likely to so impair or influence a review include, without limitation: 

a. Compensation payable to the reviewer which is dependent on the content of the review or 
which constitutes an immoderate incentive; 

b. Exerting pressure on guests to alter or withdraw a review, including through unjustified threat 
of legal action; 

c. Offering incentives for positive reviews, or for changing negative reviews; 
d. Soliciting or knowingly publishing reviews created by people other than guests, or by insiders 

or other parties affiliated with Client; and 
e. Soliciting reviews only from guests already identified as satisfied or otherwise likely to post a 

positive review.
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5.
5.7. Client undertakes that its and any User´s access to and use of the Services in accordance with the 

Specific and these General Terms will comply with all applicable laws, rules and regulations, including 
but not limited to those that relate to data protection and electronic communications. Client further 
warrants that it or any User has all necessary permissions and consents – if necessary – to allow 
Provider to receive and process Client Content (in particular guest data provided by Client to Provider) 
and to send communications (e.g. via email or SMS) to individuals on Client’s and any User´s behalf. 
Client is responsible for ensuring that Client and any User meet all information, notice and consent 
obligations for processing personal information and sending communications to individuals in the 
jurisdictions where they reside. Client is solely responsible for determining whether the Services are 
suitable for Client or any User to use in light of any laws and regulations that govern Client or any User, 
its industry, or its relationship with its customers, including but not limited to consumer protection, 
privacy, advertising, intellectual property or other laws. Client may not use the Services for any 
unlawful or discriminatory activities. The Client commissions the provider to process this data and the 
parties shall conclude a data processing agreement within the meaning of the Data Protection Act prior 
to the commencement of this Pilot Agreement. The client assures that he has received all individual 
consents for the contractual transfer of this data according to all products of the provider and their 
individual uses and has complied with all the statutory provisions. Furthermore, the Client confirms that 
he has obtained the consent of the data processing of the data left by the persons on public or partially 
public data. 

5.8. The Client undertakes, upon request, to provide Provider with copies of documents or acknowledged 
digital information evidencing compliance with applicable legal requirements, e.g. – where required – 
consent of the guest i) to be contacted through the used channel, in particular email or direct 
messaging, for the purpose of Survey Mails or Live Messaging, and ii) to processing of its personal 
information by the Client and Provider for the purpose of Survey or Messaging. Provider may suspend 
Survey and Messaging applications temporarily or permanently at any time without prior notice if i) it 
considers that the Client’s undertakings regarding – where required by law – consent collection from or 
information of the consumer by the Client or any User are not sufficient to guarantee compliance with 
applicable laws; or ii) if there occur complaints from guests or other third parties questioning the 
lawfulness of the emails or messages received through Survey or Messaging application or the 
underlying data processing processes. 

5.9. Client undertakes to indemnify, defend, and hold harmless Provider and its employees and agents from 
and against any and all claims, suits, actions, costs, damages, expenses (including, but not limited to, 
reasonable legal costs) and losses incurred by any of such parties arising out of or related to or 
occurring in connection with (i) Client’s or any User´s breach of any of its obligations arising out of or in 
connection with the Agreement, including Client’s publication, making publicly available, transmission, 
delivery, or other use of any information or material contained in the Services or provided or furnished to 
Client or any User´s pursuant to the 
Agreement, (ii) Client’s and any User´s access to and use of the Services; (iii) any Client Content (as 
defined below); and (iv) Client’s or any User´s violation or infringement of any rights of any third party 
(including intellectual property rights or privacy rights). 

Upon written request from Provider, Client shall promptly defend or settle such claim, suit, or action at 
Client’s sole expense through counsel reasonably acceptable to Provider; provided, however, Client 
may not settle or compromise any claim without the prior written consent of Provider, which consent 
shall not be unreasonably withheld. 

In the event Client elects not to defend any claim hereunder, Provider may settle or defend such claim, 
and shall be entitled to recover from Client the amount of any final settlement or judgment, as well as 
all costs and fees incurred by Provider in connection with such settlement or defense, including 
reasonable attorney’s fees and expenses. 

5.10.The foregoing notwithstanding, nothing herein shall prevent Provider, in its sole discretion, from 
defending or settling any such claim, suit or action at its own expense and through its own counsel.
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6.
6.1.The Provider is and shall remain the sole owner and/or owner of all rights in its trademarks, patents, 

utility models, designs, copyrights, trade secrets and other intellectual property rights, including all 
software code, business processes, sales and other data, including all data collected through the 
Services (collectively, "IP"), developed by, for or on behalf of the Provider, whether existing or 
hereafter developed, and whether or not relating to the Client, and all derivative works thereof, 
excluding Client Content, as defined below ("Provider IP"). 

6.2.The graphic design of the Services, including all page headers, custom graphics, button icons, 
scripts as well as business designations represent the corporate identity of the Provider and are also 
subject to the Provider IP. The Provider grants the Client simple, non-exclusive, non-transferable and 
non-sublicensable rights of use to the Provider IP within the scope of the respective Services, limited 
in time to the duration of the contractual cooperation and limited in space to the territory of the Client. 
For the rest, all rights to the Provider IP are and remain with the Provider and may not be copied, 
imitated or used by the Client, in whole or in part, without the Provider's prior written consent. 

6.3.The Client retains all rights to the content that the Client provides to the Provider as part of the 
Services, including all logos, designs, texts, data, graphics, images, customer lists, message content 
and other campaign materials of the Client (together " Client Content"). The Client grants the 
Provider simple but transferable and sub-licensable as well as spatially unrestricted rights of use 
thereto for the purposes and duration of the contractual cooperation. The granting of rights includes 
the rights to use, store, reproduce, modify, publish, make publicly available, distribute, translate and 
display Client Content for the purpose of providing and further developing the Services. 

6.4.If the Client acquires its own IP within the scope of the provision of the Services by the Provider, it 
shall grant the Provider simple, but transferable and sub-licensable as well as spatially unrestricted 
rights of use for the purposes and duration of the contractual cooperation within the scope of section 
6.3. 

6.5.The Provider shall only be liable to the Client in respect of the Provider IP for infringement of any 
third party rights if (i) the Client notifies the Provider promptly of the alleged infringement of which the 
Client becomes aware; (ii) the Client does not acknowledge any infringement or agree to settle any 
such claim without the Provider's prior written consent; (iii) the Client permits the Provider (or any 
relevant third party provider) to conduct and/or settle, at the Provider's expense, any negotiations 
and litigation arising in connection with the alleged infringement; and (iv) the Client provides the 
Provider (or any relevant third party provider), at the Provider's expense, with such reasonable 
assistance as may be required for this purpose. 

6.6.The Provider shall not be liable for any claim for infringement of any third-party rights to the extent 
that such claim arises (i) from the Client's use of the Services in breach of the Agreement; (ii) if the 
Client fails to take any action directed by the Provider; or (iii) if the claim arises from any interference 
with or modification of the Services made at the Client's request. 

6.7.In addition, the look and feel of the Services, including without limitation, all page headers, custom 
graphics, button icons and scripts, constitute the trademark or corporate identity of Provider and may 
not be copied, imitated or used, in whole or in part, without Provider’s prior written permission. 
Nothing contained in the Agreement is intended to convey, or shall be construed to convey, to Client 
any right, title or interest in or to the Services or the Provider IP, the information gathered or provided 
in connection therewith, or any of the software underlying the gathering of information in connection 
with the Services. All right, title and interest in and to the Services and the Provider IP and any 
information gathered or provided in connection therewith (except for personal data under Client’s 
control) is owned exclusively by Provider.
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6.
6.8.If, notwithstanding this, any Intellectual Property Rights in or arising from the Products, 

Services and Documentation are acquired by Client (including any new Intellectual Property 
Rights), Client hereby assigns (and to the extent that any such Intellectual Property Rights 
are not capable of such assignment, agree to hold on trust and grant a license to Provider) 
and agrees to do all such things and sign all such documents as Provider may reasonably 
require in respect of the assignment of all such Intellectual Property Rights to Provider or 
Provider´s licensors as may be appropriate. 

6.9.Client retains all rights in and to the content Client provides through the Services, including 
but not limited to Client’s logos, designs, text, graphics, images, customer lists, messaging 
content and other campaign materials (collectively “Client Content”) and Provider does not 
claim any ownership interest in or to Client Content. However, by using the Services, Client 
grants to Provider a limited, nonexclusive, revocable license to access, use, reproduce, 
modify, adapt, publish, translate, create derivative works from, distribute, perform and 
display Client Content solely for purposes of providing and improving the Services. 

6.10.Provider shall only be liable under the terms of this Agreement for any infringements of 
third-party intellectual property rights if  
 
a) Client promptly notifies Provider of any infringement or alleged infringement of which 
Client has notice;  
b) Client makes no admission as to liability or agree any settlement of such claim without 
Provider´s prior written consent;  
c) Client allows Provider (or a relevant third party supplier), at Provider ´s expense, to 
conduct and/or settle all negotiations and litigation arising from any claim or action relating to 
the alleged infringement; 
d) Client, at Provider ´s expense, give Provider (or a relevant third party supplier) such 
reasonable assistance as may be requested in such settlement or negotiation. 

6.11.Provider shall have no liability for any Infringement Claim or alleged Infringement Claim to 
the extent such claim (i) arises from possession, use, development, modification, or 
operation of the Services (or part thereof) by Client other than in accordance with the terms 
of the Agreement; (ii) failure by Client to take any corrective action directed by Provider; or 
(iii) is based upon any item provided by Client and incorporated into the Services at Client´s 
request. 

6.12.Client shall indemnify Provider against all costs, claims, demands, expenses (including 
reasonable legal costs) and liabilities of whatever nature incurred by or awarded against 
Provider arising out of or in connection with any claim that Provider´s use of Client´s 
systems pursuant to the Agreement infringes the intellectual property rights of any third 
party.
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7.
7.1.With regard to defects that already exist at the time the Agreement is concluded Provider 

shall only be liable to the extent that Provider is responsible for such defects (i.e. no strict 
liability). 

7.2.Provider shall only be liable for damage caused by ordinary negligence if such damage is 
due to a material breach of duty, endangers the achievement of the object of the Agreement, 
or is due to a failure to comply with duties the very discharge of which is an essential 
prerequisite for the proper performance of the Agreement. 

7.3.In the cases of clause 7.2 above and in the event of damage attributable to gross 
negligence of an ordinary employee (i.e. not an executive employee or officer) of Provider, 
Provider’s liability shall be limited to damages that are typical and foreseeable for the type of 
the Agreement. 

7.4.In the cases of clause 7.3 above, the liability of Provider shall be limited to a maximum 
amount of EUR 25,000 for each damaging event with a maximum total liability per calendar 
year of EUR 50,000. Liability for indirect damages, consequential damages and loss of profit 
shall be fully excluded in the cases of clause 7.3. 

7.5.Provider shall be liable for loss of data or programs only to the extent that such loss could 
not have been prevented by reasonable precautions taken by Client against data loss 
(including, without limitation, creating at least daily backup copies of all programs and data). 
Apart from that, any liability of Provider for loss of data shall be subject to the other 
limitations of this clause 7. 

7.6.Except for breaches of contractual guarantees, intentionally caused damages or fraudulently 
concealed defects or in case of damage to life, body, or health, the limitations of liability 
stated above shall apply for all claims for damages on whatever legal grounds (including 
claims in tort). 

7.7.The above limitations of liability shall also apply for any claims for damages which Client 
may assert directly against employees or agents of Provider. 

7.8.In the event of liability claims within the meaning of statutory provisions on the use of AI 
tools or AI-driven technologies (artificial intelligence) used in connection with a Service, the 
parties agree that the Client shall bear the burden of proof that the relevant Service has a 
defect with regard to the AI tools or AI-driven technologies contained therein and that this 
defect has causally led to damage suffered by the Client, even if local statutory provisions 
provide for a reversal of the burden of proof of the manufacturer, provider or distributor.
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8.
8.1.The provision of the Services may require processing of personal data. The Parties will 

ensure compliance with all applicable data protection laws. 

8.2.In particular, if and where Provider, within provision of the Services, processes personal 
data as processor for Client as controller, the Parties acknowledge that it is the sole 
responsibility of Client as controller to fulfil Controller´s obligations, in particular to collect 
– where required by law - necessary consents from data 
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9.
9.1.“Confidential Information” for purposes of the Agreement is information that (i) has been or is 

developed or is otherwise owned by either party hereto or any of their respective affiliates, whether 
developed by such party or an affiliate of such party or by any other person for or on behalf of such 
party or affiliate of such party, (ii) is not readily available to the public and not generally ascertainable 
by proper means by the public, (iii) if disclosed to the public, would be harmful to the interests of a 
party or an affiliate of a party, and (iv) is treated or designated by a party hereto or an affiliate of a 
party hereto as being confidential. 

9.2.Confidential Information shall not include any information that (i) is or becomes publicly available, 
other than through the fault or negligence of the receiving party; (ii) was known to the receiving party, 
without restriction, at the time of receipt; (iii) is rightfully and lawfully obtained by the receiving party 
from a third party rightfully and lawfully possessing the same without restriction; (iv) is independently 
developed by the receiving party without having had access to the information disclosed hereunder; 
or (v) is obligated to be produced under an order of a court of competent jurisdiction, provided that the 
disclosing party is immediately notified by the recipient. 

9.3.Each party hereto agrees that such party will not, directly or indirectly, at any time disclose to any 
person, or take or use for any purpose, other than for purposes in accordance with the intent of the 
Agreement, any Confidential Information. The obligations of the parties in this Section apply to, and 
are intended to prevent, the direct or indirect disclosure of any Confidential Information to any person 
where such disclosure of the Confidential Information would reasonably be considered to be useful to 
the competitors of a party or a party’s affiliates or to any other person to become a competitor based, 
in whole or in part, on such Confidential Information. 

9.4.Despite the clause on confidentiality of this contract and the non-disclosure agreement, the Parties 
hereby agree to define rules for internal and external communication about their products and how to 
proceed if one or both Parties wish to issue a publication. 

9.5.Internal communication means all kind of written or oral communication inside the company structure 
of each Party, including (but not limited to) the Parties’ internal networks, internal e-mail (distribution), 
in-house reports and presentations as well as internal briefings or meetings.   

9.6.Each Party shall be allowed to announce or report about the Agreement internally, accompanied the 
announcement with the other Party’s logo and to report about the technical solutions and economic 
key points by internal communication in the sense of this Section.  

9.7.External communication means all kind of written or oral communication that does not fall under the 
definition of 9.5. Except to the extent required to comply with applicable law, regulation, rule or legal 
process or as otherwise permitted in accordance with this Section, neither Party nor such Party's 
Affiliates or Parent Companies shall make any public announcements, press releases or other public 
statements without prior consent of the other Party. The consent of the Parties for external 
communication is granted for:  

10.  a.) the use of the other Party’s logo (as per the sample sent), 
11.   b.) naming the other Party by publishing it on its website on a list naming its partners, suppliers   

  and / or customers, 
12.   c.) listing of each Party on the other Party’s announcements and website next to logos and   

  names of other partners, suppliers and / or customers, including a link to the other Party’s   
  website [as well as Twitter, facebook, LinkedIn and other social media or on an exhibition stands,  
  etc.]. 
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9. CONFIDENTIALITY INFORMATION



9.

9.8.Despite the other Party’s approval to the exact wording, general prior consent is granted for 

   
 a) articles, public statements, press releases or case studies, containing a description of  

  i) how the customer experience has improved through the TrustYou product, 

  ii) how the TrustYou product has helped to optimize cost, 

  iii) how the TrustYou product enabled branch / store transformation and  

  iv) how the TrustYou product enhanced security. 
 
b) Articles must not contain any information that the counterparty has expressly identified as 
strategic or sensitive, including but not limited to the amounts of money contained in a 
machine at the costumer’s place. 
 
c.) For all other situations where Parties have not granted consent, Parties agree on the 
following approval process: The Party wishing to publish sends a draft by email to the other 
Party as soon as possible. The other Party is obliged to confirm or reply with comments and /
or change requests highlighted in the text, within 10 days. Failure to reply on time, its silence 
signifies approval. Based on the amendments of the other Party, the Party wishing to publish 
can propose a second version which the other Party can comment and improve. If the other 
Party refuses a third version, the draft shall not be published.  
 
d.) The Parties agree under the same conditions as per c.) on the insertion of the logo of the 
other Party, a link to the other Party’s website as well as on the media and journals in which 
the article shall be published. 

 9.9 Each Party is obliged and confirms that it has implemented effective internal measures   
 that guarantee the compliance of its employees with the agreed limitation of communication.   
 Any infringement to the above rules results in the right for one Party to claim a fine of EUR   
 15,000 per violation if the approval was expressly denied.
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10.
10.1.Provider can assign the Agreement (including all its rights and obligations hereunder) to Provider’s 

affiliated companies according to § 15 German Stock Corporation Act by providing Written Notice of 
such assignment to Client; assignments to any other third parties require the prior written consent of 
Client (which shall not be unreasonably withheld or delayed). Client may assign the Agreement only 
with prior written consent of Provider (which shall not be unreasonably withheld or delayed). If at any 
time during the contractual period a third party performs the contractual payment obligations of the 
customer, the customer shall be obliged to notify this in writing prior to receipt of payment and to 
provide the explanations pursuant to Clause 1.8 without being requested to do so. 

10.2.In case that any provision in the Agreement is invalid or becomes invalid, the remaining provisions 
remain unaffected hereby. The parties undertake to replace any invalid provision in the Order Form by 
a valid provision that comes as close as possible to the invalid provision in legal, economic and 
factual terms. The same applies in case of a loophole in the Order Form. 

10.3.The place of contractual fulfillment is Munich, Germany. The Agreement and any provision of 
Services under the Agreement is governed by and is to be construed in accordance with German Law 
(excluding any references to other jurisdictions and excluding the UN Convention on Contracts for the 
International Sale of Goods). For any disputes under or in connection with the Agreement the Parties 
submit to the non-exclusive jurisdiction of the courts in Munich, Germany. 

10.4.Provider can modify the terms and conditions of the Agreement with Client’s consent. The Client's 
consent to such change shall be deemed to have been given if (i) the Provider notifies the Client of 
the proposed change in writing or electronically at least thirty (30) days prior to the proposed effective 
date and (ii) the Client has not exercised its special contractual right of termination within this period, 
whereby Clause 2.1, sentence 4 shall apply accordingly. 

10.5.Changes and amendments to the Agreement need to be made in writing, i.e. through a document 
signed personally or through advanced electronic signature (pursuant to the European eIDAS 
Regulation No 910/2014) by authorized representatives of the parties and provided to the other party 
as original form, telefax or PDF copy as email attachment. This also applies to a change of this written 
form requirement. 

10.6.The Agreement, consisting of any Order Form and these General Terms, constitute the entire 
agreement between the Parties with respect to the delivery of Services, and the information provided 
in connection therewith, and supersedes all prior or contemporaneous agreements, proposals, 
negotiations, representations or communications, whether written or oral, relating to such subject 
matter. The Parties acknowledge and agree that they have not been induced to enter into the 
Agreement by any representations or promises not specifically stated herein. 
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10. MISCELLANEOUS


